Technical and
Organizational Measures
Impero A/S

Introduction
The technical and organizational measures (TOMs) provided below apply to all service offerings
provided by Impero A/S. Evidence of the measures implemented and maintained by Impero A/S
may be represented in the form of up-to-date attestations, reports or extracts from independent
bodies upon request from the Client.
Impero A/S validates that necessary documentation is in place for any processing of Client
Personal Data covered by the General Data Protection Regulations. Below is a brief of the TOMs
procedures at Impero A/S, hereafter known as ‘Data Processor’.
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Overall Measures

1.1

In addition to the obligations set out in the Data Processing Agreement (the Agreement), the
Data Processor has taken the following measures regarding security and information security for
the systems used to process Personal Data for the Data Controller.

1.2

The Data Processor ensures ongoing confidentiality, integrity, availability, and resilience of
processor systems and services, as set out in the Agreement and this Appendix.

1.3

The Data Processor performs risk analyses for any systems prior to using the systems to process
Personal Data for the Data Controller, and the measures are reviewed on a yearly basis at
minimum.
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Confidentiality

2.1

The Data Processor has implemented the measures and processes set out below:

2.1.1

Role-based access and login to sections with Personal Data (including the option of follow-up
on/adjustment of role-based access). Only authorised devices and relevant employees with
work-related need for data processing have access to Personal Data.

2.1.2

If employees change jobs, the Data Processor will ensure that they do not retain access to the
Personal Data which they needed for their previous job. When dismissing employees, the Data
Processor will ensure that employees do not take with them any business-critical information,
Personal Data or data relating to the Personal Data. The Data Processor will ensure that no
previous employees or external consultants have access rights to the systems holding Personal
Data. Periodical review of access rights with owners of the systems or services is taking place.

2.1.3

Use of pseudonymization and encryption of Personal Data where feasible and required by law.

2.1.4

Secure/encrypted transfer of Personal Data on the open internet, when the Personal Data
transferred are not intended for the public.

2.1.5

Physical Security

2.1.5.1

Fit appropriate locks or other physical controls to the doors and windows of rooms where
computers are kept.

2.1.5.2

Physically secured unattended laptops (for example, by locking them in a secure drawer or
cupboard).
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2.1.5.3

Ensure control of and secure all removable media, such as removable hard-drives, CDs, and USB
drives containing Personal Data.

2.1.5.4

Destroy or permanently remove, without possibility of restoration, all Personal Data from media,
such as CDs, before disposing of them.

2.1.5.5

Ensure that all Personal Data are permanently removed, without possibility of restoration, from
the hard drives of any used computers before disposing of them.

2.1.5.6

Store back-ups of Personal Data either off-site or in a fire and water-proof container.

2.1.6

Access Controls

2.1.6.1

Password procedures are in place, including using strong passwords in combination with
multifactor authentication.

2.1.7

Logs

2.1.7.1

Log failed login attempts, including log of time, user, etc. Captcha is used following 5 failed login
attempts. All failed login attempts are monitored by Data Processors’ backend support. In case
users forget their password, a self-service procedure exists.

2.1.7.2

Log user activities, including log of time, user, search, search criteria, access, modification, close,
print, export, erasure/delete, etc. and automated erasure of log after a certain time interval.
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Integrity and Availability

3.1

The Data Processor has implemented the measures and processes set out below:

3.1.1

Protection of networks, systems, logs, and Personal Data against tampering.

3.1.2

Ability to restore the availability and access to Personal Data in a timely manner in the event of a
physical or technical incident or a Personal Data Breach, including by backing-up data.
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Resilience

4.1

The Data Processor has a vulnerability management program in place, including regular
monitoring of potential vulnerabilities and performance of penetration tests of networks and
systems used to process Personal Data.

4.1.1

The vulnerability management program includes, but is not limited to:
(a)

Performing vulnerability scans on internal and external perimeters at least quarterly;

(b)

Performing penetration tests on external network perimeters at least quarterly or more
frequently in case of incidents disclosing any need for such tests;

(c)

Following up on and remedying of any weaknesses identified in connection with such
scans and tests.

4.2

On an ongoing basis, the Data Processor keeps networks and systems up to date with regard to
new versions, updates, and patches.
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Security and Privacy Technologies
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5.1

The Data Processor has implemented the measures and processes set out below:

5.1.1

All computers used have anti-virus or anti-malware software installed, and the virus definitions
must be updated at least once a week. All incoming and outgoing traffic is scanned for viruses,
as is any disk or CD that is used. At least once a week, computers are scanned for viruses.

5.1.2

Where computers are connected to the Internet the Data Processor is deploying a firewall,
preferably a next generation firewall, anti-DDOS detection and an intrusion detection system.
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Awareness, Training and Security Checks in relation to Personnel

6.1

The Data Processor has implemented the measures and processes set out below:

6.1.1

Integrity checks on all new employees to ensure that they have not lied about their background,
experience or qualifications.

6.1.2

Introduction of new employees to information security and ensuring that they read and
understand the acceptable use policy as well as code of conduct and GDPR policy. Ensure
employees know where to find details of the information security standards and procedures
relevant to their roles and responsibilities.
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Incident Response Management and Business Continuity

7.1

The Data Processor has implemented the measures and processes set out below:

7.1.1

Ensured that employees understand what a Personal Data Breach and a Security Incident mean,
and trained employees to recognize the signs thereof and to respond appropriately. The term
“Security Incident” means any event that can damage or compromise the confidentiality,
integrity or availability of business-critical information or systems.

7.1.2

The Data Processor has a plan in place to ensure business continuity in the event of a serious
Security Incident and is testing the plan at least once a year. After an incident in which the plan is
used and after every test, it must be re-examined and updated according to the lessons learned.
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